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SUMMARY

Cybersecurity Specialist with 5 years of experience across Red Teaming, VAPT, Al/LLM Security, Cloud
Security, and Application Security. Experienced in web/API penetration testing, source-code review, threat
modeling, vulnerability research, and offensive security automation. Delivered 200+ VAPT assessments and
reviewed enterprise applications across Java, Python, .NET (dot net) and Node.js, identifying critical
vulnerabilities and driving remediation. Hands-on experience with Burp Suite Professional, Nmap, Nessus,
Qualys, Metasploit, AWS, Azure, SAST/DAST/IAST, and Al-assisted security testing.

EDUCATION

Master of Technology CSE | VR Siddhartha Engineering College 2018-2020 - 8.47 CGPA
Bachelor’s Degree in Information Technology | VR Siddhartha Engineering College 2013-2017

PROFESSIONAL EXPERIENCE

Senior Analyst Technology Security | Vendavo, Bangalore - Remote June 2025 - Present

« Owned VAPT for 12 enterprise products, performing end-to-end security assessments across application,
API, cloud, and infrastructure attack surfaces and coordinating remediation of identified vulnerabilities.

« Applied Al-driven security analysis to accelerate identification and prioritization of critical vulnerabilities,
combining automated findings with manual offensive-security validation and risk-based assessment.

e Delivered an end-to-end Al application security assessment within 4 hours, including LLM/AI attack-
surface analysis, enterprise threat modeling, vulnerability validation, risk classification, and a professional
executive/technical penetration-testing report.

e Conducted Dark Web and Deep Web threat intelligence monitoring to identify compromised credentials,
leaked corporate data, exposed secrets, threat-actor activity, and potential brand/domain abuse; analyzed
threat intelligence and security indicators to assess organizational exposure and provide actionable
recommendations for credential remediation, attack-surface reduction, and threat mitigation.

Cybersecurity Specialist | Bcits Pvt Ltd, Bangalore July 2024 - June 2025

+ Red Team focused and performed black-box, gray-box, and white-box testing to uncover vulnerabilities in
web applications across different stages of development, ensuring comprehensive security coverage.

» Designed and executed sophisticated web application penetration testing strategies, significantly
enhancing the security of web assets and reducing exploitable vulnerabilities by 45%.

Cybersecurity Specialist | Utthunga Technologies, Bangalore Dec 2021 - July 2024

« -Formulated and executedadvanced cybersecurity strategies, fortifying organizational IT, OT, Cloud assets,
systems, and data against cyber threats, achieving a notable reduction of 45% in security incidents.

e Conducted comprehensive risk assessments, penetration tests, and vulnerability scans, identifying and
mitigating 95% of potential vulnerabilities and risks in systems, networks,and applications.

« Engaged in NIST, Risk Management, threat modeling sessions to identify potential attack vectors and
weaknesses in web application architecture, leading to the implementation of robust security controls that
reduced the risk of exploitation.

Social Media Analyst (Dark Web Monitoring) | lyanar Infotech, Chennai
Mar 2021 - Aug 2021

e Guaranteeing the stability and efficiency of IT operations, fostering collaboration with cross-functional
teams to implement scalable solutions tailored to organizational needs.

« Managed and maintained Domain Name System (DNS) infrastructure to ensure uninterrupted availability
and reliability of network services.


https://www.linkedin.com/in/vikram-raj-kumar-majji/
https://www.linkedin.com/in/vikram-raj-kumar-majji/

SKILLS

Al LLM Pentest Web Application Security Darkweb Monitoring

Cloud Security OT Security Source Code Review
Embedded security Threat Modelling Infrastrcture and Cloud Security
TOOLS

» Offensive Security & VAPT: Burp Suite Professional, Metasploit Framework, Nmap, Nessus, OpenVAS,
Qualys, OWASP ZAP, Wireshark, ffuf, Nikto, WhatWeb, Amass, Subfinder, httpx

» Application, APl & DevSecOps Security: Postman, Akto, SonarQube, Synopsys Black Duck, Horizon3.ai,
Nuclei, Snyk

» Cloud, Network & Infrastructure Security: AWS, Microsoft Azure, Okta, Cloudflare, Nginx, pfSense,
OPNsense, Fail2Ban

« Security Operations & ldentity Security: CrowdStrike, SentinelOne, PingCastle, Purple Knight

« Threat Intelligence & Security Testing: Cloudsek, GoPhish, Phisher, Hadrian, Maltego, SpiderFoot, Shodan,
Censys, VirusTotal, AlienVault OTX, theHarvester, Amass, Subfinder, Recon-ng, SpiderFoot, Have | Been
Pwned, GreyNoise

CLOUD TECHNLOGIES

Microsoft Azure, AWS, Digital Ocean, Linode, Vultr

INTERNATIONAL JOURNAL PAPERS

Paper Publication - 1
« A future solution for blockchain based distributed electronic health record data with confidentiality and
security using blake2b
International Journalof Recent Technology and Engineering (IJRTE) ISSN: 2277-3878, Volume: 8 Issue: 6,
March 2020

Paper Publication - 2

» Blockchain Governance in Supply Chain Market
International Journalfor Modern Trendsin Science and Technology (IJMTST) ISSN: 2455-3778: Volume: 06,
Issue: 03, March 2020

CERTIFICATIONS

« EC-Council - CEH Certification | Certified EthicalHacker - Credential ID ECC2691048735

» Microsoft - SC-100:Microsoft Cybersecurity ArchitectExpert - Credential ID 1776-3128

» Microsoft - AZ- 500 MicrosoftCertified: Azure SecurityEngineer Associate - Credential ID 1694-5304
» Microsoft - SC- 900 MicrosoftCertified: Security, Compliance, and Identity - Credential ID 15028069
» Microsoft - AZ- 900 MicrosoftCertified: Azure Fundamentals - Credential ID 993474519

» Google - Cybersecurity Specialist - Credential ID MZV2FJWKYSAE

» Blockchain Council — Certified Blockchain Expert - Credential ID 78077936

AI-POWERED VULNERABILITY ASSESSMENT & PENETRATION TESTING FRAMEWORK

» Architected an Al-driven Application Security Testing framework integrating Anthropic Claude with Burp
Suite Professional via Model Context Protocol (MCP), enabling LLM-assisted attack-surface mapping, threat
modeling, HTTP traffic analysis, vulnerability identification, exploitability assessment, and OWASP Top 10

validation.

» Automated authenticated Web and API penetration testing workflows using Claude, MCP, and Burp Suite
Professional, covering endpoint/parameter discovery, business-logic testing, vulnerability correlation and

trend analysis, risk prioritization, remediation recommendations, and automated security reporting.

Project Link: https://github.com/vikramrajkumarmajji/AlI-VAPT



https://github.com/vikramrajkumarmajji/AI-VAPT

